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ABSTRACT

This project is based on a national 973 program “Basic theory and modeler
method of Internet of Thing”. As the third revolution in Information Technology, it still
has many problems in practical issues, thus draw many researchers and society’s
attention on it. The information fidelity and the executive loyalty are two most
important problems among them.

As a typical application of Internet of Thing, the research result in smart grid
could be used in many related fields due to its’ large-scale system and the
communication and sensor network. Our project is focus on the wide area control in
smart grid, aiming to establish the simulation platform of this system. And such
platform could be used in latter research work, such as how to improve the information
fidelity and executive loyalty in wide area control.

This report focus on the implement of the simulation platform, and also some
discuss on the effect of the wide area controller. The work in this report could be
concluded into three points.

1. Design and establish the platform of Smart Grid wide area control, which is
composed by power grid, communication system, and controller these three
module. And this platform could be used to study other parameters in smart
grid’s control,

2. Design and implement the data interface between the controller and
communication module, and this part could be used to study the impact of
delay in multiple channels to the multi-region connected power system;

3. The compare about the synchronization and real-time performance of signals

in the multi-channel wide area control in power system.

Key words: Internet of Thing; Smart Grid; Wide Area Control; delay;Simulation
Platform
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Fafhk. Mask, A demo A2 RGE, &M — MG X LT RNV I =6 R 4% .

Mask AR = AN SEAAR K %«

l. A4 AiZ (Content Publisher, Pub) KA RIS T HE81E VT i) #5111
EA

2. HPERN 7P (Subscribers, Sub) WKHEIE ST KA N Z -

3. HHEAEE (Identity Providers, 1dP) RATA TRUE S0y J@ P

Mask SCHFFEL T PN 5 K B AAAN 2 473K «

L GIRLEE AR FEPERE T R Y P 2 e 2
2. EFRSHIE R B AE I S JE MRS AACR B VLG o /F Mask i, AR
AT AN RERNAE MR LE 7 i 425 151 25 AF e WIR LS ™ prieil, - 3™ L RE VT ) A AT
PARUIREL > AR o AT, A REARCAT AN FIIE L ™ RE V] ) W LL 87 (14
N7
£ Mask H, AN [E] B 20 9 A28 10 ) 428 A SRS AN R (R pkess g,
JPR SR RIA IR H K A 1 . JF H, S RO RAA IR B 1
P AT AN RITE WIS ] i) DLAS 2IRIR L2 B o 3R A [R5 9 s A [R] -1 3¢
M, DUSEBLIEREE 73 A BT i AN G —FoB s ik. AR, AT BT IR BRAS RO
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HEMRE . SZHE, SR Foir B AR B & P BALE, X T2 )
R BIT (S #ERANEE, BN e P EAERW . XN,
P — ST an A 3 5 B A LA S 5 A % . AT R G BGH 7 H  1H]
B RAAL I 0 A PN 25 R AT HEAT PR B PR A 1 0 22

FATBE N — A FBEIT I3 Celectronic health record, EHR) [5, 110K &
4t 7 Mask 75— BBt R H o LRI By AH o0 N 3B s T AN RIER S5 1 HR T,
WMETE A g, A b 55000, RGEE O DULAEIRT, g, L
N ZE], ARER T KA SN, RARPRYI R EHR e B, SR Al
P WATG EZA MRS B U RIARR . AEFRATTA EHR o, OGN B3 Ad i g
SorEtEa . A BRALAE, BT DA AR IR G (0 5 e A An] S B AH
BEREMEE R, DI ) S TMA R A BRI BURG R, SEH1F2
PR e Jee 53 0 B[R = 5 4 JR P, O 2Be il R 3R AT vy BEAG I 9 A S B (1) S 9 [2] . 3k
TR Ge R 98D R B 0y s 0F A R AR A B — 2.

AR AR 5 5 A4 Mask e A4 IRRIA . 55 =350
I3 HARHIA T demo.

2. FARMET

Hospital (Pub

Doctor 3 o
g > (o EHER
I._ 5 : |
Tog—— e
2 4 PR .
6 5
1 2 \
-
1 &=
=2
= g =
IdP

= _:\f‘l‘..:: K
2 HL Ca shier‘

B 1: Mask RN
1 @R T — MM T Mask [ EHR 70K RGERIME Y . 1EWidE_E—3or b g




I, Mask H=ANSEERA S : —DNHBELAGE, 1105, PG GRS, o
WIf# A Pub, Subs 1 1dPs.

TENAHA

1.
2.

3.

4.

Sub 4 & 4y J& M IEW A4 1dP.

WR 1dP AH15 Sub (& 4y J@ P (B SR AEE Gn ] ARAR 1 i) R H T AL
e . AT —DNIH PR T 27 S AERAR, R,
AR L T b4t EF D, 1dP AREANIXAEN S0 @ & — A5
U324 Cidentity token, IT). FATMRBEEEAS 1dP K H 114 BB A AH A
[1I#% 8 IT=(nym, id-tag, ¢, 0), 2+ nym & RZEH A T HE—H5 Sub 1)
Gk, id-tag EFHEZ TS M EIEFRE, ¢ &A% 508 A
Pederson 71 (Pederson 7&K if & —MUinss ik is, SVFH PR —ME
B R s A 2 PRAF T P2 5 AR EE IR BE T o TE (3, 41—
YEET), o4& 1dP X nym, id-tag fil ¢ (7254,

Subs 5 Pub N, BAIES: R AT BIRE g i S SRS I N 2. e i R
Subs HERIER Pub BV i) £ i SEHE,  BEASSEBS EBA (subject, policy-id)
FIIER, Wijn &5 & (policy configurations), RN KMEHC & A& —
SR ) 43 1) SRS TR B . AN policy-id a2 [R5 1) 445 1) SRS 1) 3203
AL G 1 E PEARAE Cindentity attribute conditions) WEHE . G40 & M54
4% & cond=(id-tag op/), HH op BiEli=, <, >, <, >, #MLHLE
BAERF, [ NS EMEnT il id-tag PR B BIE. — RS
2 HAY A (1) B A0 JE YR A AR 2 I A B 2 . — N A B 4
PER 7~ s 2 (“level> 587 A“role=nurse”). W TR CRY, SHIEHECE
F T T WIRLE U [ 435 ) SR 5 SOR B WR e SRR IE R . RV IR — AN
SRS, Sub W4T DA AL - SOR SRS E I b — NSRS . TR T
AL AN SRS T S J , Sub i ik OCBE WY [3]5m 7~ e T B 1) & 4 2 b
HERBIFEXAN IR F, Pub BEANENTE Sub (198 YE A F1E TR 45 A4 1439
5. B ANEEEEHESRET Sub AR D T B 2 DR
B R Sub FUNE B A [ 1 SCRIAH O AR LS 4 AT, Pub
Al AHEWT H Sub R B @ . Ik, b T ECKABE R, Subs T4
A id-tag &AM . B, role=nurse”f1”role=doctor”
A AHIF ) id-tag role, FTLL—/> Sub $2yi MHX AN AT, BIfg A
EEAREWE AL o« AV HIC S (m, n)-Privacy Kbl Tk, Hin &R
SR PE FIFE id-tag FI5AFEEL m & Sub FMINAIEEE . 4 m
T n i, Sub WMEEARGELIE M, RN Pub BFFC3E 0. 0T b i 4
T, (2, 2)-Privacy X} T id-tag “role”$2t 7 xF 11t B 73 Ji 1k (1 e AL B
Fh o

X ENHE R N Sub 753 2 RS S 4y 2 T, Pub 23 RIE—AS 814727 1
% (conditional subscription secret, CSS). Subs i CSSs k1537
P ff e, DA S SRS C B, CSSs #UBTIT Mask %65 8H 5 Bl 40 ) i
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L, BN GKM 4. VEE ] Subs 24 HACHAR KGR T — MBS 04
RS, A RE IR R R R 3RS CSS.

5. Pub HIFFEASFRAE D, e BAT RAF S e B 1)1 S0k, IR IR e
Rl BAASCr, T8 6 wh s Bk

6. WL —AECHEZ IS HCE K Subs AT LUK B SR IR Bk i 2 2%
Bl

FRA T4 R R 21518 Mask ) =M SE AR FI e AT TREAT (R B A -

® IdPs ¥ G4 M kAT E] Subs. X T-REAS B4R A AT, 1dP $0U4T A
FHEMTE: Pederson AW T I 254

® Subs I A RS AR, RS CSSs, BAE TR TR
NN IAP 153 ) 5 A, Subs %iF Pederson 2K i AU T 2544 o X T4
A~ Subs A EI LIS, M Pub 43R —A CSS. o T BRFAIY H
(K], Subs A]BESTEMHIE [H—A id-tag ANt T B E 1308,
Subs JUAT BRI 1) 5 A BRI — AN FR o s g e, Horh s g Al
IO

® Pub MRS AL A FEIE, £ NN AEY, AT
XHEAEFT Pub PUAS T B AR 7 IR AR, IX DU SR B
2 OCBE fiH, GKM BRI SC R4 B e,

S EPEA (policy manager) S HLJEVE. 4cF Uy Ia] 421 S AN S 0 A
ER T AN IR B PR ], P B OR R A R B BEZY R . Mask
PFAE—ANEJTEH P A4 (Graphical User Interface, GUID PAJ7 (S 2 e A,

OCBE #iZt (OCBE module) 57 Subs i/, [HI#87F OCBE Wil (fid 72
W, Subs W H R SREAR 2 %41 1K) CSSs. BAMEKAA Sub AEERETH N
MSZAARRIATR nyme. ZBPUE BYLIA B4 nym M4 cond ) CSSs (1)
. Mask & Subs $2flt T —ANN R4 11 (Application Program Interface, APD
5 Pub A2 H., I LABRFALR B (¥ 77 X3k CSS AT

GKM #5e (GKM module) SEIL T AT GKM 844 o X T84 1 38, GKM
BEEAEE TN UI3IITIR Y CSSs MR A, )5 HHiFE A (2= T A A4
BENLIN Yo IRATPRXFERI &R Y by 27/ #5770 /7] 2 Caccess control vector, ACV ).

KFTE P # (document manager) & PR [n) 325 5 5 W& 55 1 SCRY RN 1 3CHY
MIC AR . — HORISBCELF 25, "B B ahF ORI A5 2 B /D I SR e & 4 H
X TAREA RIS L, &2 70 e — RO AR U B K K KA Y i Bl ) e X
LY Q2SI ACV. I SO AL Sub #RFES i) 21 (10 2347

===}

H.o

B
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— AN F SO LR ) XML A% 2

<subdoc-i1>

<payload>encrypted subdocument</payload>
<timestamp>time</timestamp>
<encoded-key>ACV</encoded-key>
<randoms>Random values</randoms>
</subdoc-i1>

Hrhf<payload>Jc R E T AN FREUEEH KON 11 3CF . <timestamp>JG
Fdsk TN R A] . <encoded-key> TG & T ACV. <randoms>JCEH W& T H
TS ACV HIBENLE . Subs flf X LEpEHLE 5 KEV JH1331% 4] Ko

I K EHR SC A% d1 9w A e — [ A4S patient-id fiy 44 . 1 W,
EHR_patient-99.xml /& patient-id 2 patient-99 [¥)55 A ¥) EHR. — AN SCR4 ) T3¢
R4 15 B TR P I A B Qi s . S5 — kA I, Subs &3 358311 EHR
SCRY, AEJEAERE G HTE R, AR Subs [ TRIER, TS BT i o
WUR A — S5 SR N B, XS e - BV 2917 98

3. THERF

Mask Kl i f# H EHR 23 KIS 50Kk E R . A C/CHAl Java 1.6 75—
£ GNU/Linux %L, WA 2.6.28, HfFE N MySQLS.0 [ F i ESEIL T Mask.
BATHA KRBT A RS, R YEE. 76 demo AT R (AR T)
Mask AT Zhg:
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GG, /A 123 J8or Subs W4T )N 1dPs 4b3R45 5434

EBERME: PA 12 s W] A S 0 S s SCIA A PR U B e Siemes AR ]
AHIFRATT GUI, 5 CRUE— S0 (14 [ B S 3/ B A ) S o i, ] 2 g i
HON I/ 4% A 2 10 SR T ) 45 o SR acpd TE A ETA AN 44 role=nur”
Fl”level>59”,

File Help [ acpd [
Policy Manager | Document Manager

Policy | Condition | Attribute|

Conditions

role = nur Add

level == 59

Policy Name

acpl
acp2
acp3
acpd
acps
acpb

Remove Policy

Bl 2: Mask 5 i) SR HE BE Hi il T
BERS: TS B s RS E T W BB AR, AR SOR R & 1K D7 Il 2%
TSRS 5 SCRS &R . SCRYE PSS GUI UV A A B X e Rz, fildn, K3
T S AT R T OOREE I E PC4 M acp3 R acp4 WASRES LA, &M T
<PysicalyExam>F1<Plan>P 4~ 3CRY .
— BSOSO, BATE S s A A RS F ORI AE G ACV KRR

SR IrZe
A% File Help
Policy Manager | Document Manager |

Policies Document

Policy Configuration

- <PatientRecord= PC1: {acpl, acp4, acp5h
+ <Contactlnfo> </Contactinfo= PC2: {acp2, acpe}
+ <BilingInfo> < /BilingInfo> PC3: {acp3, acp4, acpe}
- «ClinicalRecord >

+ <HistoryOfPresentliness> </HistoryQ| | [PC5: {acp3, acp4, acp5}
+ <PastMedicalHistory> < /PastMedicalHi | [PCa:

+ <Medication> </Medication:=

+ <AlergiesAndAdverseReactions> <Al

= - Affected Tags
+ <FamilyHistory> < /FamilyHistory >
+ <SodalHistory = </SocialHistory> <PhysicalExams >
+ «PhysicalExams> </PhysicalExams = <Plans

+ <labRecords> </labRecords=

+ <Plan> </Plan=

<[ClinicalRecord =
< [PatientRecord =

4 m 2
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B 3. Mask H (R SR 0% BB 50

FEHL CSSs: A4 7R Subs Haf A I AATT (%) B4 44 W LA RS AL £ B 1R 7 X3k
73 CSSs. F55IH, OCBE [ B R

RS, AT FEIR Subs & AnART AR H s [ U7 i 8 PR R BE Bk £ o 85 SC
P4 Subs AT LAFEF SR HIRLEE R 28CE 8

I H, 7F GUI M 24T CEIFI T, FRAHEZR Mask 1% & 441 P9 1T
k.

4. it

S e 3 T R T B R SR BRI TR R 6
28 FE P AL ) BE 2 BB DR A B B . RO T Mask, —ANEHL
T RRYERR R R R S, JFRHZE BHR JEbmit s F

5. SE3ak (B%)
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